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I. Introduction

The Internet plays a ubiquitous role in contemporary life and commerce, and its role in criminal conduct is
similarly broad. This summary of cybercrime law describes the breadth of the Internet's role in criminal law,
including crimes relating to the use of the Internet, and the special investigative methods which have been
modified or developed for the Internet age.

II. Crimes

Some crimes are unique to computers; in others, the Internet is merely one of the means to carry out the
unlawful conduct. Cybercrime can most easily be divided into those crimes in which the computer plays an
indispensable role—such as hacking—and those crimes which have non-computer analogs but which can be
facilitated by the use of a computer or the Internet.

a. Crimes unique to computers

The virtual spaces created by computer technology have provided new methods and targets of criminal
activity. Beginning in 1984, with the passage of the Computer Fraud and Abuse Act, Congress enacted a
series of laws to penalize and deter novel criminal conduct.

i. Terminology

As with many human activities, cybercrime has its own specific vocabulary. Perpetrators (and other
participants) are commonly referred to as "hackers" and are often known online by their "handle" or
pseudonym. Although definitions can vary widely, hacking generally refers to any unauthorized attempt to
view, alter, delete, or add content or software to computer or computer system. "Cracking" is a subset of
hacking wherein a would-be hacker bypasses network or computer security by, for instance, guessing the
password of an authorized user.

A hacker may use certain malicious codes to locate and/or exploit security vulnerabilities. A "virus" is
generally understood to be a program that corrupts one or more files in a system and spreads to other files
when the corrupted file comes into contact with a new system. In contrast to a virus, a "worm" is a stand-
alone, self-replicating program that sends itself over a network. A "Trojan Horse," named for the means by
which the Greeks gained access to Troy in Homer's The Iliad, refers to an evidently harmless program
downloaded voluntarily by the user that houses a malicious code to be executed at a later date. Both a
worm and a Trojan Horse can deliver a secondary malicious code, often referred to as a "payload," to a
compromised computer.

Once a hacker has infiltrated a system, he or she is in a position to take a variety of illegal actions. For
instance, a hacker can steal, delete, or change information. A hacker can take over a domain and redirect
web users to new address. (The process whereby a hacker redirects a user to a fake replica of the intended



website in an effort to collect financial, password, or other personal information is known as "phishing.") A
hacker may also surreptitiously monitor a user's activity through "spyware," i.e., software that lingers on a
compromised computer and records web surfing and other activity that takes place on the computer, or use
the computer to send unsolicited electronic communications ("spam").

A hacker can also use one computer as a platform to infect others. A "bot" refers to a computer that has
been compromised and pressed in the service of illegal (or other) activity. A program designed to
compromise computers in this way is often referred to as a "botherder." A "botnet" refers to an army of
such computers, which can function autonomously or be coordinated to strike simultaneously.

Although it need not, hacking activity can disrupt the ordinary functions of a computer system. A "denial of
service" attack is a purposive disruption that effectively prevents access to the system. Denial of service
attacks can be costly to businesses, but can also impact public safety.

ii. Computer Fraud and Abuse Act

At the federal level, the Computer Fraud and Abuse Act (CFAA), 18 USC §1030, is the primary source of
authority for the prosecution of crimes unique to computers. Enacted in 1984, the CFAA provides for both
civil and criminal penalties. The CFAA has been amended many times—in 1988, 1989, 1990, 1994, 1996,
2001, and 2002—in response to increasingly sophisticated and serious computer threats.

Significantly, the Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept
and Obstruct Terrorism Act (USA PATRIOT Act), Pub. Law 107-56, amended the CFAA in 2001 to, among
other things, raise the maximum penalty for hacking, lower the government's burden of proof with regard
to intent, and allow the government to aggregate losses from computer related invasions in order to reach
the $5000 jurisdictional threshold. See 18 USC §§ 1030(a)(5)(B)(i), (a)(5)(A)(i), and (c)(1). The Patriot Act
also amended the CFAA to include expressly computers outside of the United States. 18 USC §1030(e)
(2)(B). In 2002, the Cyber Security Enhancement Act (CSEA), Pub. Law 107-296, amended the CFAA to
further increase penalties where a cyber-attack results in death or serious bodily injury, and to broaden the
government's ability to investigate such crimes. See 18 USC §1030(c).

Although the CFAA regulates a variety of computer-related conduct, certain key terms recur throughout the
statute. Specifically, the terms "protected computer" and "without or exceeding authorized access" are
common to nearly every enumerated offense. The CFAA defines "protected computer" as a computer used
by a financial institution, the United States government, or "which is used in interstate or foreign commerce
or communication." 18 USC §1030(e)(2).

In addition to individual computers, computer networks can also be considered protected computers, as can
devices controlled by computer. In the 2005 case of United States v. Mitra, 18 ILR (P&F) 216, 405 F3d 492,
496 (7th Cir 2005), the defendant was convicted under the CFAA for jamming a public safety radio system.
"As more devices come to have built-in intelligence," the courted stated, "the effective scope of the statute
grows." Id. at 495.

Courts have broadly interpreted the phrase "used in interstate or foreign commerce or communication." In
the 2007 case of United States v. Trotter, 2007 ILRWeb (P&F) 1261, 478 F3d 918 (8th Cir 2007), the
defendant shut down the "computer-operated phone system" of the Salvation Army. The defendant argued
that the CFAA "cannot possibly be so broad as to cover the computer network of a not-for-profit," which
does not engage in interstate commerce. The Seventh Circuit held that because the Salvation Army
computer network was connected to the Internet, an "instrumentality and channel of interstate commerce,"
"Congress has the power to protect it." Id. at 921-22.

The CFAA does not define the term "without authorization." Courts have looked to the principles of agency,
contract, and other law to establish its parameters. See, e.g., Int'l Airports Ctrs. LLC v. Citrin, 19 ILR (P&F)
678, 440 F3d 418 (7th Cir 2006) (holding that an employee's authorization to access computers depended
on the scope of his agency); EF Cultural Travel B.V. v. Explorica Inc., 9 ILR (P&F) 490, 274 F3d 577 (1st Cir
2001) (labeling the term "elusive" but holding that a confidentiality agreement determined the extent of
plaintiff's authorization). In 2007, the Fifth Circuit employed an intent-based test: the court held that "the



scope of a user's authorization to a protected computer" is based upon "the expected norms of intended
use." United States v. Phillips, 23 ILR (P&F) 489, 477 F3d 215 (5th Cir 2007), cert. denied, 128 S Ct 119
(2007); see also EF Cultural Travel B.V. v. Zefer Corp., 12 ILR (P&F) 786, 318 F3d 58, 63 (1st Cir 2003)
(using a "reasonable expectations" test).

Under the CFAA, "the term 'exceeds authorized access' means to access a computer with authorization and
to use such access to obtain or alter information in the computer that the accesser [sic] is not entitled so to
obtain or alter." 18 USC §1030(e)(6). The CFAA's legislative history and some case law suggest that it is
typically employees or other insiders who exceed authorized use. See S. Rep. No. 99-432, at 10 (1986); S.
Rep. No. 104-257, at 11 (1996); United States v. Czubinksi, 106 F3d 1069 (1st Cir 1997). But see United
States v. Morris, 926 F2d 504 (2d Cir 1991) (holding that a federal employee was so far outside of his
authorization that he could be convicted of accessing a federal computer "without authorization").

Obtaining information by hacking

Hacking can result in the perpetrator gaining access to confidential information. Section 1030(a)(2)
criminalizes the act of intentionally accessing a protected computer without or exceeding authorization,
thereby "obtaining information." Courts have held that a defendant "obtained" information in violation of
the statute merely by observing the information. See, e.g., America Online, Inc. v. National Health Care
Discount, Inc., 305 F Supp 2d 564 (D Md 2004). Obtaining any volume or value of information is sufficient to
trigger the statute, although a violation only constitutes a felony if committed for commercial advantage or
private gain, committed in furtherance of a criminal or tortious act, or if the value of the information
obtained exceeds $5000. 18 USC §1030(c)(2)(B). For an early discussion of how the "value" of information
is calculated, see United States v. Stegora, 849 F2d 291 (8th Cir 1988).

Where the information obtained is a password, hacking may also implicate 18 USC §1030(a)(6), which
prohibits "trafficking" in passwords or similar information. In addition to constituting a violation of the
CFAA, some hacking can be prosecuted under federal laws related to intercepting communication. For
instance, the Electronic Communications and Privacy Act prohibits the intentionally interception of wire or
electronic communications absent the consent of at least one party, or the unauthorized access to stored
wire or electronic communications. See 18 USC §§ 2511, 2701. See also 18 USC §1029 (prohibiting fraud
and related activity through use of an access device).

Damaging a computer

The CFAA also prohibits certain acts causing damage to a protected computer. See 18 USC §1030(a)(5).
The statute defines "damage" as "any impairment to the integrity or availability of data, a program, a
system, or information." Id. at §1030(e)(8). Damage can include minor or temporary changes to a
computer or computer system, such as altering the system privileges a given user enjoys, see United States
v. Middleton, 7 ILR (P&F) 55, 231 F3d 1207, 1213-14 (9th Cir 2000), or temporarily disrupting the
functioning of a website, see YourNetDating v. Mitchell, 5 ILR (P&F) 359, 88 F Supp 2d 870, 871 (ND Ill 2000)
(civil TRO case involving diversion of users from a website).

The CFAA criminalizes damage caused during the course of unauthorized access, as well as damage caused
by the transmission of a malicious program or code such as worm or a Trojan Horse. See 18 USC
§§ 1030(a)(5)(A)(i)-(iii). Courts have interpreted "transmission" broadly to encompass uploading a code
directly into the system. See, e.g., United States v. Sullivan, 2002 ILRWeb (P&F) 1235, 40 Fed Appx 740 (4th
Cir 2002) (unpublished), cert. denied, 537 US 935 (2002). However, the perpetrator must both knowingly
transmit the malicious program or code and intend that the program or code cause damage. Id. In contrast,
a perpetrator who intentionally accesses a protected computer without authorization violates section
1030(a)(5)(A)(iii) if damage occurs "as a result" of such access. Cf. United States v. Willis, 2007 ILRWeb
(P&F) 1255, 476 F3d 1121 (10th Cir 2007) (declining to require intent to defraud for a conviction under 18
USC §1030(a)(C)(2) where access was unauthorized).

Whether damages occurs as the result of access or the transmission of a program or code, however, section
1030(a)(5) does not criminalize the conduct unless the aggregate loss in any one year period is $5000 or
more; the damage interferes with medial treatment; the damage results in physical injury to a person; the



damage threatens public safety; or the damage affects a computer systems used by or for the government
for certain governmental purposes. Id. at §1030(a)(5)(B). As an example, a man pleaded guilty in 2006
under section 1030(a)(5) to creating a botnet that disrupted the functioning of a hospital by locking
operation room doors and causing pagers to malfunction. See http://www.usdoj.gov/criminal/cybercrime
/maxwellPlea.htm (May 4, 2005 Department of Justice Press Release) (last visited Dec. 18, 2008). See also
http://www.usdoj.gov/criminal/cybercrime/araboSent.htm (Aug. 35, 2006 Department of Justice Press
Release) (last visited Dec. 18, 2008) (man pleads guilty to denial of service attack on competitors online
sportswear shop).

Some conduct that damages a government-related computer, such as a denial of service attack against a
government website, can also violate 18 USC §1362, which prohibits the willful or malicious injury or
destruction of any means of communication used by the United States or by another in military or civil
defense of the United States.

iii. E-mail crimes

Electronic mail, like its physical ancestor, is a valuable tool that presents dangers to senders and recipients.
Current federal law provides a broad set of tools for dealing with the potential for abuse in this technology.

Unauthorized interception and disclosure of e-mail

An e-mail is, in essence, a digital file which can be intercepted at a number of points in its journey from the
sender's computer to the recipient's. The transfer of this data comprises an electronic communication under
the Wiretap Act, which prohibits intercepting these transmissions en route. See 18 USC §§ 2510(12),
2511(1)(a).

E-mail is frequently stored by an Internet Service Provider (ISP). The user's e-mail account may reside on
the ISP's servers (accessible via a web-based interface), it may be stored pending delivery to the user's
e-mail client application running on the user's computer, or the ISP may provide backup services to the
user. Unauthorized access to the facilities in which the communication is stored violates the Stored
Communications Act. See 18 USC §2701(a), punishable by up to five years in prison and a fine. The law
also prohibits altering the e-mail or preventing authorized access to it. Id.

These same federal laws prohibit the disclosure of an e-mail that has been unlawfully obtained. The Wiretap
Act's proscription applies to anyone—not just the interceptor—who discloses the communication's content
while knowing or having reason to know that it was obtained in violation of the Wiretap Act's prohibition on
interception. See 18 USC §2511(1)(c)-(d). The Stored Communications Act's prohibition on disclosure
provides a civil remedy for aggrieved users, but does not criminally punish ISPs who violate its disclosure
provision. See 18 USC §§ 2707, 2702.

Spam

Spam, or unsolicited bulk e-mail (UBE) began to afflict computer users in the late 1990s in much the same
way that physical "junk mail" has long filled physical mailboxes. In 2003, spurred on by concerns that the
utility of the Internet was being degraded by e-mail solicitations, and that the content of much spam
consisted of explicit advertising for pornographic websites and products, Congress passed the "Controlling
the Assault of Non-Solicited Pornography and Marketing Act of 2003," more commonly known as
CAN-SPAM. Pub. L. No. 108-187, 117 Stat. 2699 (2003), 15 USC §§ 7701-7713, 18 USC §1037.

CAN-SPAM's criminal provisions supplement the Computer Fraud and Abuse Act, making it unlawful to
access a protected computer for the purpose of distributing spam, using a protected computer to relay (and
thereby hide the true source) of spam, materially falsifying e-mail header information, and distributing spam
using multiple e-mail accounts or domain names which were acquired using false identifying information. 18
USC §1037(a)(1)-(5).

All violations of the Act may result in a fine. Id., §1037(b). Violations of the Act for the purpose of
committing another felony or by a person previously convicted under the CFAA, 18 USC §1030, are



punishable by up to five years in prison. Id., §1037(b)(1). Those who violate the Act's prohibition against
accessing a protected computer without authorization to distribute spam, or those who meet certain volume
levels or conspire with three or more other persons, may be imprisoned for up to three years. Id.,
§1037(b)(2). Lesser violators may receive up to a year in prison. Id., §1037(b)(3).

Civilly, CAN-SPAM also makes unlawful a variety of irritating e-mail practices, mostly those which spammers
employed to disguise their identity or the nature of the e-mail. The law, which generally applies to e-mails
sent to "protected computers"—a broad term which describes virtually every computer connected to the

Internet2—prohibits the use of deceptive transmission information. 15 USC §7703(a)(1)(A). This includes
truthful information regarding the originating computer if access to that machine was obtained through
fraud or false pretenses, as well as false or fictitious sender addresses, and disguising another protected
computer used to relay the message. Id.

The law requires a form of "truth in advertising," and prohibits the use of e-mail subject headings which are
likely to mislead the recipient about a material fact regarding its subject matter or contents. Likewise, the
failure to adequately notify recipients (through the use of a warning label) of e-mails containing sexually
oriented material is actionable. Id., §7703(d).

The Act mandates that commercial e-mails provide a valid return e-mail address to which a recipient can
send an opt-out request. 15 USC §7704(a)(3). This return address must remain valid for at least thirty days
after delivery of the original message, a requirement which was intended to defeat the common tactic of
sending spam from one computer, then moving immediately to another before the e-mail recipients have a
chance to complain to the sender's ISP.

"Aggravated" violations under the law include sending e-mails which otherwise violate CAN-SPAM to
addresses which were obtained from another online service whose terms of use prohibit the dissemination
of addresses known to the service ("harvesting"), and to addresses which were generated by combining
numbers, letters and words into numerous permutations ("dictionary attacks"). 15 USC §7704(b).

CAN-SPAM mandates that violations of the law shall be enforced as an unfair trade practice under the
Federal Trade Commission Act, and requires the Federal Trade Commission to promulgate regulations 15
USC §§ 7706(a), 7704(c). In January, 2005, these regulations became final. 16 CFR Part 316. The
regulations clarify when an e-mail's primary purpose is commercial, rather than to confirm a transaction,
provide information regarding an ongoing commercial relationship with the e-mail's recipient, or deliver
goods to which the recipient is entitled. 16 CFR §316.3.

The regulations also define the warning label required for sexually oriented commercial e-mails. The subject
line of such messages must be free of sexual content, and must begin with the capitalized phrase
"SEXUALLY-EXPLICIT:". Id., §316.4 The same phrase must be the only content visible to the recipient when
the e-mail is initially opened by the recipient, and the message body must contain an opt-out notification,
and electronic and physical addresses for the sender. The message may then direct the user to the method
for obtaining the sexually oriented material, warning the recipient that to avoid viewing the material, they
should delete the message. Id.

CAN-SPAM also required the FTC to report to Congress on the feasibility of creating a "do-not-e-mail"
registry comparable to the agency's successful "do-not-call" registry for telemarketing. In June, 2004, the
agency submitted its report, which raised several concerns about the implementation of such a registry,
including the observation that, due to the high value of a list of valid e-mail addresses, those listed on the
registry would be targeted by spammers rather than protected from them. National Do Not E-mail Registry:
A Report to Congress, June, 2004 (available online at http://www.ftc.gov/reports/dneregistry/report.pdf).
Ironically, shortly before issuing its report, the FTC issued a press release alerting consumers that a website
purporting to be a national do-not-e-mail registry was, in fact, a scam. See Press Release, "Sham Site Is a
Scam: There Is No National 'Do Not E-mail Registry'," February 12, 2004 (available online at
http://www.ftc.gov/opa/2004/02/spamcam.shtm).

The Department of Justice has brought several cases alleging violations of the criminal provisions of



CAN-SPAM. In the most prominent case, in Arizona, three defendants pleaded guilty and two others were
convicted by a jury of operating a network of spam-generating computer servers which distributed obscene
e-mails. Following the trial, the district court denied a motion for a directed verdict, finding that the
Government had proved the violations of the law despite the defendants' use of Amsterdam-based
computer servers, and their registration of domain names through a shell company. United States v.
Kilbride, 2007 ILRWeb (P&F) 2493, 507 F Supp 2d 1051 (D Ariz 2007). Another court has upheld the act
against vagueness of overbreadth challenges. See United States v. Twombly, 2007 ILRWeb (P&F) 1273, 475 F
Supp 2d 1019 (SD Cal 2007).

Other cases have been brought in Michigan, in connection with prescription pharmaceutical spam

advertisements,3 in New York, in connection with the theft and sale of the entire user "screen name" files of

the ISP AOL4, and in California, in cases against a man operating a phishing scheme5 and another6 whose
adware botnets infected Department of Defense computers.

The Act also empowers the Federal Trade Commission, state governments, and ISPs to enforce its
provisions in civil suits, and each has done so. 15 USC §7704; see, for example, Federal Trade Commission
v. Cleverlink Trading, Ltd., 2006 WL 1735276 (ND Ill June 19, 2006) (FTC); Washington v. Avtech Direct,
2006 WL 1419354 (WD Wash May 19, 2006); America Online, Inc. v. Smith, 2006 WL 181674 (ED Va Jan.
24, 2006) (ISP). It does not, however, confer standing on individual computer users to bring suit against
spammers. Madorsky v. Does, 20 ILR (P&F) 403, 2006 WL 1587349, *2 (ND Ohio June 8, 2006).

CAN-SPAM contains an express preemption section, 15 USC §7707, which restricts the federal law's
preemptive effect to state laws expressly regulating the use of electronic mail to send commercial messages
except to the extent that the state law prohibits falsity or deception in any portion of an e-mail. Id.; see
also Beyond Systems, Inc. v. Keynetics, Inc., 20 ILR (P&F) 132, 422 F Supp 2d 523 (D Md 2006) (holding that
CAN-SPAM did not preempt Maryland state law); Gordon v. Impulse Marketing Group, Inc., 18 ILR (P&F)
374, 375 F Supp 2d 1040, 1045-46 (ED Wash 2005) (denying motion to dismiss state law claims on
preemption grounds). To the extent that state law addressing commercial e-mail does not require proof of
falsity or deception, however, it is preempted. See Facebook, Inc. v. ConnectU, LLC, 22 ILR (P&F) 507, 489 F
Supp 2d 1087, 1094 (ND Cal 2007) (California law preempted by CAN-SPAM).

Obscene e-mail intended to harass or annoy its recipient may also be punished under 47 USC §223.

b. Crimes facilitated through the Internet

In addition to unique cybercrime offenses, computers and the Internet play an increasing role as a means
of carrying out other crimes. Many federal crimes contain the use of interstate commerce as an element of
the offense. See, for example, 18 USC §875 (interstate communication of extortionate threat or ransom
demand). Consequently, the Internet may be the means by which a wide variety of federal crimes are
committed. The role of computers in the crimes described below has become so pervasive as to generate
substantial bodies of caselaw.

i. Child sexual exploitation

Perhaps the darkest aspect of the Internet is the profound role it has come to play in facilitating, and
perhaps exacerbating the sexual exploitation of children. Pedophiles are frequently found using Internet
chat rooms, message boards, websites and e-mail to communicate with minors and with each other. Federal
law provides harsh penalties for these crimes, which have been aggressively prosecuted in the past decade.
Although these measures undoubtedly sequester criminals away from children, the continuing volume of
arrests and prosecutions gives little reason to believe that the sanctions are deterring a large proportion of
offenders.

Child pornography

Federal law defines child pornography as the graphic depiction of a person under the age of 18 years
engaging in sexually explicit conduct, which includes sex acts as well as the lascivious exhibition of the



minor's genitals or pubic area. The Supreme Court has narrowed this definition to comport with the First
Amendment, limiting it to images produced using real children. Ashcroft v. Free Speech Coalition, 10 ILR

(P&F) 265, 535 US 234 (2002).7

Federal law provides the harshest punishment for producing child pornography—from 15 to 30 years for a
first offense, up to a range of 35 years to life for a third offense. See 18 USC §2251. Federal jurisdiction is
broadly worded, and can be established if the defendant knew or has reason to know that the images will
be transported in interstate commerce, including by computer, that the materials used in their creation had
been so transported, or that the images themselves were so transported. Id. §2251(a).

The law also forbids activities which facilitate the production of child pornography, punishing parents who
knowingly permit their child to engage in the production of child pornography, persons who persuade a
child to go overseas intending that the images will be transported to the United States, and advertising child
pornography. Id. See United States v. Williams, 25 ILR (P&F) 1, 128 S Ct 1830 (2008) (upholding ban on
advertising or pandering child pornography). Separate provisions also criminalize the sale or transfer of
custody of children for the purpose of producing child pornography, see 18 USC §2251A, and the
extraterritorial production of child pornography for importation to the United States. See 18 USC §2260.

Due to the intangible nature of digital images, issues frequently arise regarding the acts which comprise
distribution. In United States v. Navrestad, for example, the court held that sending a hyperlink to a web
page containing child pornography was not distribution within the meaning of the statute. 25 ILR (P&F) 66,
66 MJ 262 (CAAF 2008).

These provisions recognize the harm done to children who are enticed or forced to participate in the
production of child pornography. Separate sections of the federal criminal code outlaw the shipment and
receipt of child pornography through interstate commerce (including the Internet). See 18 USC §§ 2252,
2252A, 2260 (extraterritorial shipment with intent to import it into the United States).

In order to prevent children from participating in the production of ostensible adult pornography, federal
law requires those producing such material to identify the performers appearing in it, and to maintain those
records. See 18 USC §2257; 28 CFR Part 75. The regulations impose the rulekeeping requirements on
content providers of pornographic websites; a person who publishes material on the Internet produced by
others may qualify as a "secondary producer," who must maintain records, but may obtain them from entity
which originally created the material. Enforcement of these requirements on Internet chat rooms and
websites outside the control of recordkeepers has been enjoined since 2005. Free Speech Coalition v.
Gonzales, 20 ILR (P&F) 36, 406 F Supp 2d 1196 (D Colo 2005). ISPs who provide web-hosting services, but
who do not, and reasonably cannot, manage the content of the websites they host, are also exempt from
the requirements. In 2006, the production company of the "Girls Gone Wild" series of pornographic videos

pleaded guilty to violating this federal law.8

Mandatory reporting

Concern over the prominent role of the Internet in child sexual exploitation cases resulted in a federal
mandate to ISPs to report evidence of child pornography. See 18 USC §2258A. Under the provision—similar
to mandatory reporting requirements for evidence of physical abuse applying to educational and health care
workers who come in contact with children—ISPs who obtain knowledge of facts and circumstances of a
violation must file a report with designated federal law enforcement agencies and the National Center for
Missing and Exploited Children, a non-profit group which operates under contract with the Department of
Justice. Id. The statute provides immunity to ISPs from civil liability for good-faith efforts to comply with
the requirement, but penalizes the knowing and willful failure to comply with a $150,000 fine for a first
violation, and $300,000 for subsequent ones. Id., §2258(e).

The mandatory reporting requirement has proved to be a significant source of leads for law enforcement. In
2007, a Florida appellate court upheld a search warrant based in part on one such tip, reasoning that the
Internet company's obligation to disclose the evidence provided a basis to presume its reliability. State v.
Woldridge, 958 So2d 455 (Fla App 2 Dist 2007).



Enticement

The Internet plays a large role in the physical sexual abuse of children, too. Pedophiles frequently use
e-mail, chat rooms, and webcams to meet children online and persuade them to meet: by arrangement, by
the child traveling to the pedophile, or by the pedophile traveling to the child. Law enforcement often use
the anonymity of the Internet to turn the tables on pedophiles, falsely posing as children.

The primary statute used in the prosecution of online enticement is derived from the Mann Act, 18 USC
§2422. The law is violated by using interstate commerce (including the Internet) to persuade someone to
travel in interstate commerce for the purpose of prostitution, or to engage in sexual conduct that is
punishable as a crime (including child pornography-related offenses); the law carries a ten-year mandatory
minimum sentence. Id. §§ 2422(b); 2427. The law separately punishes those who transport a minor, travel
themselves, or arrange for the travel of others in interstate commerce for the same purposes. Id. §2423.
Because disclosing personal identifying information about a minor exposes that child to contact from
pedophiles, federal law prohibits (with a five-year maximum sentence) disclosing the name, address,
telephone number, social security number, and e-mail address of a child under 16, to encourage or facilitate
their sexual exploitation. Id. §2425. See United States v. Giordano, 442 F3d 30 (2d Cir 2006) (upholding
application to intrastate telephone calls).

The popularity of social networking websites has raised concerns that these provide a new medium for
pedophiles to entice minors. In the "Keeping the Internet Devoid of Sexual Predators" or (KIDS) Act,
Congress required sex offenders to submit their Internet identifiers (such as e-mail addresses) to the
Department of Justice for inclusion in its national registry of sex offenders. Pub. L. No. 110-400 (Oct. 13,
2008).

ii. Fraud

The development of the Internet created vast new opportunities for those who would defraud consumers,
investors, and businesses. For nearly two decades, federal prosecutors have used the wire fraud statute to
prosecute frauds and swindles conducted over the Internet. See 18 USC §1343. These cases, like fraud in
general, include a wide variety of schemes.

The most common Internet fraud scheme is characterized by the misrepresentation of goods or services,
which may be sold on online auction websites, such as ebay.com, or via online retail websites. In United
States v. Omole, 523 F3d 691 (7th Cir 2008), for example, the defendant and his coconspirators conducted
over 300 eBay auctions for electronics goods, disguising themselves through stolen identities and cell
phones purchased with stolen credit card information. Fraud of this type may also involve the
misrepresentation of business opportunities.

Investment schemes also form a major category of online fraud. In a "pump and dump" scheme, criminals
inflate the stock price of a small company by spreading false information through e-mail, websites, or
investor message boards, and then profit by selling shares they purchased before the price rise. In a
"cybersmear," criminals sell the target stock short, and then attempt to drive the stock's price down in order
to buy it back at a profit. In one notable case, a former employee of an Internet corporate news distributor
caused the company to distribute a bogus press release regarding a company whose stock he had sold
short. The press release stated that the company's management had resigned and that the SEC was
conducting an investigation. He pleaded guilty to wire fraud. See Hart v. Internet Wire, Inc., 11 ILR (P&F)
205, 163 F Supp 2d 316 (SD NY 2001) (describing the criminal case).

So-called "Nigerian" or "419 fraud" schemes (referring to the relevant section of the Nigerian criminal code)
also are common, but difficult to prosecute, violations of the wire fraud statute. Victims in these cases
typically receive an e-mail from a person overseas who claims to have rights to a substantial sum of money
in official or bank custody which can only be released through the payment of an "advance fee." The
criminal promises the victim a portion of the frozen funds in exchange for payment of the fee. See, for
example, United States v. Dupre, 462 F3d 131 (2d Cir 2006).



Identity theft has also become a major risk for Internet users. The possession and trafficking of
identification documents is against the law, see 18 USC §1028, and the use of stolen identification in the
commission of certain offenses (including fraud) is aggravated identity theft for which the law imposes an
additional 2-year prison term. See 18 USC §1028A. The Internet has made both stealing identities and
trafficking in them once stolen far easier than in the past.

A "phishing" scheme is one means of carrying out identity theft. The victim is either sent a bogus e-mail or
directed to a bogus website that appears to be from a company which they trust or already have a business
relationship. The victim is prompted to provide personal or financial information, which is subsequently
exploited to impersonate the victim or to attack their financial accounts.

Most Internet fraud is prosecuted under general-purpose wire fraud, money laundering, and racketeering
statutes. See 18 USC §§ 1343, 1956, 1957. Perpetrators of Internet fraud crimes frequently violate other
Internet-related crimes—such as spam prohibitions, and the use of botnets—to facilitate their schemes or
disguise their true identities. The international scope of many of these criminal enterprises make their
detection and prosecution particularly difficult.

iii. Gambling

Federal law has long prohibited the use of telecommunications facilities—including the Internet—to transmit
wagering information for sporting events and contests. See 18 USC §1084. The law is limited to persons
engaged in the business of wagering or betting, and applies both to information about bets, and
information which may assist in the placing of bets. The law specifically excludes news on sporting events
and permits the transmission to and from states and countries where betting is legal. In 2008, the founder
of PartyGaming PLC, a Gibraltar-based gambling business, pled guilty to violating this law, and agreed to

forfeit $300 million.9

As part of the SAFE Ports Act of 2006, Congress passed the Unlawful Internet Gambling Enforcement Act,
which prohibits persons engaged in the business of betting or wagering to accept financial transactions in
connection with unlawful Internet gambling. See 31 USC §§ 5361-5367; 12 CFR Part 233. The act defines
unlawful Internet gambling to include the placing, receiving, or transmission of a bet or wager using the
Internet where that conduct is unlawful in the jurisdiction where the bet is placed or received. In addition to
civil remedies available to the federal, state, and Indian governments, the act provides for a criminal penalty
of up to five years in prison, and injunctive relief. The Unlawful Internet Gambling Enforcement Act forced
several large gambling companies to abandon the United States market.

iv. Intellectual property crimes

The anonymity and openness of the Internet facilitates the violation of copyright, trademark, and trade
secret laws. In response, Congress has enacted legislation creating criminal liability for intellectual property
violations involving the Internet, and courts have interpreted various already-existing laws to extend to
Internet activities.

Copyright

No Electronic Theft ("NET") Act & Artists' Rights and Theft Prevention ("ART") Act

In 1997, Congress passed the No Electronic Theft ("NET") Act, Pub. L. No. 105-147, Sec. 1, 111 STAT 2678
(codified as amended in scattered sections of 17 & 18 USC), which amended provisions of the Copyright
Act, notably §506(a) (criminal infringement). The NET Act imposes criminal liability for any person who
willfully infringes a copyright either: (1) for purposes of commercial advantage or private financial gain; or
(2) by reproducing or distributing, including by electronic means, copyrighted works that have a total retail
value of more than $1,000 during any 180-day period. 17 USC §506(a)(1).

The NET Act was passed in direct response to the unsuccessful prosecution in 1994 of David LaMacchia,
who had allegedly facilitated massive copyright infringement as a hobby, without any commercial motive.



United States v. LaMacchia, 2 ILR (P&F) 274, 871 F Supp 535 (D Mass 1994). In order to close the "LaMacchia
Loophole"—the idea that prior criminal law did not apply to noncommercial copyright infringements
—Congress responded by structuring the NET Act to enable authorities to prosecute those who engage in
the computer theft of copyrighted works, whether or not the defendant derives a direct financial benefit
from the acts of misappropriation. 17 USC §506(a)(1). Additionally, the NET Act redefines "financial gain"
to include "receipt, or expectation of receipt, of anything of value, including the receipt of other copyrighted
works." 17 USC §101. The other significant change implemented by the NET Act was to explicitly address
the term "willful," which had been left undefined in previous criminal copyright statute amendments. 17
USC §506(a)(2). The NET Act clarified that for purposes of criminal copyright infringement, "evidence of
reproduction or distribution of a copyrighted work, by itself, shall not be sufficient to establish willful
infringement." Id.

Subsequently, Congress passed additional laws to enhance the penalties for criminal copyright violations
because, even after the enactment of the NET Act, "sentencing guidelines include[ ] perverse incentives that
allow[ed] pirates to avoid significant prison terms" and deterred U.S. Attorneys from bringing criminal
copyright or trademark actions. 145 Cong. Rec. H12884 (daily ed. Nov. 18, 1999) (statement of Rep.
Berman). Accordingly, in 2005 Congress enacted the Artists' Rights and Theft Prevention ("ART") Act, Pub.
L. 109-9, 119 Stat. 218, Sec. 101, which extensively revamped the scope of criminal copyright liability. The
penalties prescribed by the NET Act, as revised by the ART Act, are divided into three categories; for the
basic crime of willful infringement of copyright law for purposes of commercial advantage or private
financial gain, violators are subject to a maximum penalty of five years' imprisonment for first time offenses
and ten years' imprisonment for second and subsequent offenses. 18 USC §2319(b). In 1999, an Oregon
student who had pirated software and distributed it to the public via his website became the first person
convicted under the NET Act. See U.S. Department of Justice, Press Release, Mar. 26, 1998.
http://www.usdoj.gov/criminal/cybercrime/netconv.htm (last visited 12/11/08). The student pled guilty to
violations of both 18 USC §2319(c)(1) and 17 USC §506(a)(2) and was subsequently sentenced to two
years probation. Id.

In order to address the problem of pre-release and bootleg copies of new movies being widely disseminated
over the Internet, the ART Act also created a criminal penalty for willfully distributing works being prepared
for commercial distribution by making the works available on a computer network accessible to members of
the public. 17 USC §506.

Mail fraud & wire fraud

Although they are not cybercrime-specific statutes, both the federal mail fraud and wire fraud statutes, 18
USC §§ 1341 & 1343, respectively, can also be used to prosecute those who employ computers to commit
fraud involving intellectual property. At least one court has held that the federal wire fraud statute cannot
be used to pursue a scheme to defraud predicated on copyright infringement because the Copyright Act
preempts wire fraud in that area. See LaMacchia, 871 F Supp 535, 545 (D Mass 1994). The LaMacchia court
also noted, however, that a scheme or artifice to defraud "the object of which was to fraudulently obtain
possession of the copyright itself would . . . be clearly punishable under the mail and wire fraud statutes."
871 F Supp at 545 n. 19. For example, in United States v. Wang, 898 F Supp 758 (D Colo 1995), the court
held that the defendant was properly charged under the wire fraud statute for the alleged transmission of
computer files containing source code, over defendant's objection that he should have been charged only
with copyright infringement. In reaching this decision, the court noted that the federal wire fraud statute
does not contain a requirement that physical goods or money be involved. Id. Additionally, in 2007, two
California residents were arrested and charged with mail fraud, in addition to criminal copyright and criminal
trademark violations, for allegedly illegally distributing copyrighted Microsoft software over Internet
websites, such as eBay and iOffer for below retail value. See U.S. Department of Justice, Press Release,
June 12, 2007. http://www.cybercrime.gov/khanCharge.pdf (last visited 12/11/2008).

National Stolen Property Act

In Dowling v. United States, the Supreme Court held that the National Stolen Property Act, 18 USC §2314,
did not apply to acts of copyright infringement. 473 US 207, 216-29 (1985). The Supreme Court reached



this conclusion because the National Stolen Property Act punishes those who physically seize and transport
property belonging to another, thereby depriving the owner of the possession and use of his or her
property, and, as the Court explained, the infringer of a copyright neither assumes physical control over the
copyright nor wholly deprives the owner of its use. Id. Lower courts, however, have divided on whether
Dowling controls as to the transportation of information or other intangible property. Compare United
States v. Alavi, 2008 WL 1971391 (D Ariz May 2, 2008) (violation of National Stolen Property Act where
defendant loaded software program onto his laptop and transported it in electronic form); United States v.
Farraj, 8 ILR (P&F) 385, 142 F Supp 2d 484, 489-90 (SD NY 2001) (National Stolen Property Act does reach
the electronic transfer of documents across state lines); State v. Riggs, 739 F Supp 414, 422 (ND Ill 1990)
(defendants violated National Stolen Property Act by electronically transferring text file containing
proprietary business information) with United States v. Brown, 925 F2d 1301, 1308-09 (10th Cir 1991)
(declining to follow Riggs under finding that National Stolen Property Act covered only physical not
intangible "goods, wares [or] merchandise" and holding that Act could not be used to prosecute theft of
computer program).

Digital Millennium Copyright Act

The Digital Millennium Copyright Act ("DMCA"), Pub L. No. 105-304, 112 STAT 2860 (1998) (codified as
amended in scattered sections of 17 USC) created two new criminal laws relating to copyright infringement
involving the Internet: Section 17 USC §1201 makes it unlawful to circumvent measures used to protect
copyright works, and Section 17 USC §1202 makes it unlawful to tamper with copyright management
material. Another new section, 17 USC §1204 creates criminal penalties for violating §§ 1201 or 1202 of the
DMCA.

The first criminal prosecution under the DMCA was filed in 2001, when Elcom, Ltd. and Dmitry Sklyarov of
Russia were charged with violating 17 USC §1201(b)(1)(A) for trafficking in technology designed to
circumvent the rights of a copyright owner and 17 USC §1201(b)(1)(C) for trafficking in technology
marketed for use in circumventing technology that protects the rights of a copyright owner. Sklyarov and
his employer, Elcom, allegedly designed a program enabling consumers to circumvent copy protection on
eBooks and then sold the program on a website. See U.S. Department of Justice, Press Release, Aug. 28,
2001. http://www.cybercrime.gov/Sklyarovindictment.htm (last visited 12/11/08).

Trademark

One Internet crime that commonly involves trademark infringement is "phishing," which involves the
imitation of legitimate businesses to obtain confidential information. Typically, phishers counterfeit and
reproduce the trademarks, logos, and domain names of well-known companies so the sham e-mail appears
to come from a financial institution or other business with whom the recipient has previously interacted.

To supplement the anti-fraud laws often used to prosecute phishing schemes, Congress has introduced a
number of criminal bills prohibiting phishing. See e.g., Anti-Phishing Consumer Protection Act of 2008, S.
2661, 110th Cong. (2008); Anti-Phishing Act of 2005, H.R. 1099, 109th Cong. (2006); Anti-Phishing Act of
2005, S. 472, 109th Cong. (2006). This legislation generally would impose criminal penalties on those who
knowingly, with the intent to commit fraud or identity theft: (1) create or procure the unauthorized creation
of a website or domain name that represents itself as a legitimate online business, and use that website or
domain name to induce the submission of any means of identification; or (2) send an e-mail falsely
representing itself as being sent by a legitimate online business that includes an Internet address falsely
purporting to be associated with the legitimate online business and induces the recipient to submit any
means of identification. Id. At least two recently introduced anti-spyware bills introduced in 2007 also would
prohibit phishing. See H.R. 1525, Internet Spyware (I-SPY) Prevention Act of 2007, 110th Cong. (2007);
H.R. 964, Securely Protect Yourself Against Cyber Trespass Act, 110th Cong. (2007).

Additionally, a number of states have enacted anti-phishing acts that impose criminal penalties. See, e.g.,
Ariz. Rev. Stat. §44-7204; Minn. Stat. §609.527; N. M. Stat. §30-16-24.1; Utah Code Ann. §76-10-1801;

Va. Code Ann. §18.2-152.5:1.10 At least one ISP has filed a lawsuit pursuant to a state anti-phishing law;
in July 2005, in America Online, Inc. v. John Does 1-10 Transmitting Phishing Spam Spoofing AOL



Websites, AOL filed suit against 30 unnamed phishing organizations under Virginia's anti-phishing law. See,
e.g., Complaint, America Online, Inc. v. John Does, No. 1:06-cv-00206 (ED Va Feb. 27, 2006).

Another Internet activity implicating trademark law is typo-squatting—the registration of domain names that
are common misspellings of trademarks. The Truth in Domain Names Act of 2003, 18 USC §2252B, makes
it a crime to use a misleading Internet address to draw children to pornographic content. In 2004, John
Zuccarini, the first person charged under the Truth in Domain Names Act, was sentenced to 30 months
imprisonment for registering misleading domain names on the Internet that guided children searching for
popular sites like Disneyland to pornography instead. See U.S. Department of Justice, Press Release, Feb.
26, 2004. http://www.usdoj.gov/criminal/cybercrime/zuccariniSent.htm (last visited 12/11/08) (registering the
Internet domain name www.dinseyland.com, which is a common misspelling of www.disneyland.com, the
legitimate domain name for an amusement park owned and operated by the Walt Disney corporation).

Trade Secrets

The Economic Espionage Act ("EEA") of 1996, 18 USC §§ 1831-39, prohibits use of the Internet to
wrongfully copy or control trade secret information—for example, computer source code, biochemical
formulas, or technical schematics. Prior to the EEA's enactment, federal prosecutors relied primarily on the
National Stolen Property Act and the wire and mail fraud statutes for trade secret theft prosecutions
involving the Internet, despite those statutes being ill suited for such actions. By contrast, the EEA
facilitates prosecutions of Internet-related trade secret theft because the statute broadly defines the
conversion or receipt of a trade secret; the statute's prohibitions include many Internet-applicable words,
making it a crime to, among other things, appropriate, copy, duplicate, download, upload, alter, destroy,
replicate, transmit, deliver, send, mail, communicate, or convey a trade secret with knowledge that it will
benefit a foreign entity or with the intent to convert the secret to the economic benefit of another with
knowledge it will injure the owner. 18 USC §§ 1331, 1332. The EEA was upheld against a first amendment
vagueness challenge in United States v. Hsu, 40 F Supp 2d 623, 630 (ED Pa 1999).

v. Food and drug violations

The Food and Drug Administration's role on the Internet is increasing along with the promotion and sale of
pharmaceuticals and medical devices there. The agency has issued numerous "cyber" warning letters to
companies who use the Internet either to make claims about their products, or use the medium to sell

them.11 Claims about products which the agency finds meet the definition of "drug" or "device" under the
Food, Drug and Cosmetic Act may result in a finding that its seller intends it to be used for the treatment of
a disease or condition, and that the product is "misbranded" because its labeling fails to bear adequate
directions or an FDA approval for this intended use. See 21 USC §§ 321, 352. First-time offenses lacking an
intent to defraud or mislead are misdemeanors punishable by a maximum fine of $1000 and a year in
prison; second offenses and those done with an intent to defraud or mislead expose the offender to a

felony, with a maximum fine of $10,000 and up to three years in prison. 21 USC 333(a).12

In addition, the use of websites to promote unlawful pharmaceuticals may cause a sentencing judge to
impose an enhancement for mass marketing by means of an interactive computer service. See USSG
§2D1.1(b)(5); United States v. Hanny, 24 ILR (P&F) 70, 509 F3d 916 (8th Cir 2007).

As part of the Adam Walsh Child Protection and Safety Act of 2006, H.R. 4472, Congress specifically
targeted the online sale of three "date rape" drugs. See id., Sec. 201; 21 USC 841. Persons who use the
Internet to distribute these three chemicals who know, or have reasonable cause to believe that the drug
would be used in the commission of criminal sexual conduct, and that the person receiving the drug is not
an authorized purchaser, face a fine and up to 20 years imprisonment. Id.

vi. Obscenity

The interstate transmission, including over the Internet, of obscenity, is prohibited by federal law. See 18
USC §1465. After a brief revival of adult obscenity prosecutions in the 1980s following the Meese
Commission report on pornography, the crime was seldom prosecuted in the 1990s. Under the



administration of George W. Bush, the Department of Justice again targeted adult pornography for

prosecution, and created an Obscenity Task Force.13 Although most obscenity prosecutions involve graphic
depictions of adults, the government announced an obscenity indictment in 2007 of a woman for the
Internet distribution of text files containing descriptions of the molestation of children (the material was not

prosecutable as child pornography because it contained no visual depictions—see 18 USC §2256).14

As described above, concern regarding children accessing obscenity over the Internet led Congress to enact
the Communications Decency Act. When the Supreme Court struck down the CDA's prohibition on
transmitting indecent material, in Reno v. ACLU, 1 ILR (P&F) 1, 521 US 844 (1997), Congress enacted the
Children's Online Protection Act, which required commercial websites to block material harmful to minors (a
standard, like indecency, below the stricter level of obscenity). The law was enjoined before it could be
enforced. ACLU v. Reno, 1 ILR (P&F) 272, 31 F Supp 2d 473 (ED Pa 1999). Although the Supreme Court
vacated an initial decision that the law was unconstitutional because of its use of the term "community
standards" in its test, see Ashcroft v. ACLU, 10 ILR (P&F) 536, 535 US 564 (2002), the Court subsequently
upheld the injunction against the law's enforcement on the grounds that because filtering technologies were
a less intrusive means of accomplishing the law's objectives, the statute failed the strict scrutiny test under
the First Amendment. Ashcroft v. ACLU, 16 ILR (P&F) 1, 542 US 656 (2004).

On remand, the case entered discovery, and the government issued subpoenas to companies providing web
search engines for a large sample of data for use in determining the pervasiveness of pornography and the
likelihood that minors encounter it. Google, Inc., refused to comply with the subpoena, and the Government
moved to compel production. In Gonzales v. Google, Inc., 19 ILR (P&F) 561, 234 FRD 674 (ND Cal 2006), a
District Judge in San Francisco granted the government's motion in part, reasoning that although the data
constituted business records which were susceptible to subpoena, the government's request was
unreasonably broad and should be reduced in scope; the court ordered the company to provide a sample of
the URLs in its database, but not its customers' searches.

After a trial, the District Judge permanently enjoined COPA's enforcement on the grounds that it violated
the First Amendment. See ACLU v. Gonzalez, 22 ILR (P&F) 148, 478 F Supp 2d 775 (2007). The government
appealed the case, and the Third Circuit affirmed. ACLU v. Mukasey, 25 ILR (P&F) 613, 534 F3d 181 (3rd Cir
2008).

Several provisions have nevertheless survived these challenges. In United States v. American Library Ass'n,
13 ILR (P&F) 641, 539 US 194 (2003), the Supreme Court upheld the Children's Internet Protection Act's
requirement that federally-funded schools and libraries deploy filtering technology to prevent minors from
accessing obscene material. The Court reasoned that the technology did not violate patron's First
Amendment rights, and so the requirement was a valid exercise of Congress's spending power.

In part prompted by the registration of the domain name "whitehouse.com" by a pornography website, the
PROTECT Act added a prohibition on the use of a misleading domain names. The law applies to those who
intend to mislead anyone into viewing a website containing obscene material, and to those who intend to
mislead minors into viewing material harmful to minors. See 18 USC §2252B, 2252C. In the most publicized
case brought under the law, a Florida man pleaded guilty and was sentenced to 30 months in prison for
registering a large number of domain names based on misspellings of websites which might be of interest

to children (e.g., "www.dinseyland.com").15 Transferring obscene material to a minor over the Internet is
also prohibited; this provision was intended to protect children from pedophiles who would use adult
obscenity to lower a child's inhibitions—a process referred to as "grooming." See 18 USC §1470.

Although whether a work is obscene must be judged in light of the standards of the community into which
it has been distributed, see Miller v. California, 413 US 15 (1973), the Supreme Court held in its first COPA
decision that the plaintiff's use of the Internet did not absolve it of responsibility for knowing the standards
of the communities which would receive its material. See Ashcroft v. ACLU, 535 US 564 (2002); United
States v. Little, 2008 ILRWeb (P&F) 1069, 2008 WL 151875 (MD Fla Jan. 16, 2008); United States v. Jenkins,
2007 ILRWeb (P&F) 1631, 2007 WL 1087337 (ND Ga April 5, 2007) (upholding 18 USC §1470).



III. Criminal procedure

The distributed nature of the Internet and its ubiquity in society have increased exponentially the role of
third-party subpoenas in virtually all areas of law enforcement. ISPs, schools, and employers of investigative
targets routinely receive subpoenas and search warrants for e-mails and other digital evidence of crime.
Several Federal laws provide the terms under which these legal processes may be issued and fulfilled.

a. Electronic Communications Privacy Act

The Electronic Communications Privacy Act (ECPA, also known as the Stored Communications Act),
prescribes the procedures for governmental access to stored electronic communications held by entities
offering electronic communications or remote computing services to the public. See Ideal Aerosmith, Inc. v.
Acutronic USA, Inc., 26 ILR (P&F) 163, 2008 WL 1859811 (WD Pa April 23, 2008) (holding ECPA to be
inapplicable to business emails where that service was not offered to the public). Although its procedures
differ significantly from those governing real-time intercepts (or wiretaps, as described further below), ECPA
was intended to balance users' privacy and Fourth Amendment interests against the government's interest
in conducting criminal and national security investigations in an increasingly computer-dominated world.

ECPA divides electronic communications by two characteristics: the nature of the service provided, and the
nature of the information being sought. The statute incorporates the Wiretap Act's definition of "electronic
communications service," which broadly includes the ability to send or receive wire or electronic
communications. See 18 USC §§ 2711(1), 2510(15). The paradigm of an electronic communications service
provider is an ISP which provides e-mail service to the public (typically including incoming and outgoing
mail servers, and temporary storage. Virtually all ECPA cases in recent years have dealt with electronic
communications service providers.

ECPA defines a second category of providers, however: remote computing services, or the provision of
computer processing services to the public by means of an electronic communications system. See 18 USC
§2711(2). At the time of ECPA's passage in 1986, few businesses or individuals owned personal computers.
Many small companies contracted with computing providers to process data, either in a batch mode, or
through timesharing terminals which provided a simple user interface but lacked long-term storage or
significant processing power. This definition has remained largely dormant in the ECPA caselaw, and the few
cases addressing it have often done so in the course of finding that the provider or service falls under the
more common definition, electronic communications service. See, for example, Quon v. Arch Wireless
Operating Co., 25 ILR (P&F) 286, 529 F3d 892 (9th Cir 2008).

Remote communications services are, notwithstanding the disuse of this term, increasingly common.
Google's Apps, and Amazon's Elastic Compute Cloud (EC2) services, which provide standard office

applications which run on remote servers through a web-based user interface, fit this definition.16 The
increasingly common "cloud computing" products, offered by a variety of service providers, are
contemporary descendants of the old timesharing systems, and should also be viewed as remote computing
services. What these products offer is shared, accessible data storage and processing, not communications
per se, making the electronic communications service definition a poor match.

ECPA's second division is between information concerning the subscriber to the service, and the content of
that person's communications (which receives greater protection). Subscriber information includes both
personally identifiable information—such as name, address, telephone number, and method of
payment—and data itemizing the person's use of the system—such as the dates, times, IP addresses, and
length of connections to the system. For both electronic communications and remote computing services,
the government can obtain subscriber information relatively easily, with an administrative or grand jury
subpoena, a court order, search warrant, or a written request in an investigation of telemarketing fraud. See
18 USC §2703(c)-(d).

ECPA defines two levels of protection for the content of communications. Because communications which
have been in storage for 180 days or less are presumptively more sensitive, the governmental can obtain



these only through a search warrant. See 18 USC §2703(a). The warrant may be issued by any judge
having jurisdiction over the offense being investigated, so these warrants can be (and typically are)
obtained in the jurisdiction where the investigation is based, and served on an ISP anywhere in the nation.
Although Fed. R. Crim. P. 41 requires that search warrants generally must be approved by a judge or
magistrate in the district where the property to be searched is located, the courts have held that ECPA's
nationwide service provision trumps this rule. United States v. Berkos, 2008 ILRWeb (P&F) 2611, 543 F3d 392
(7th Cir 2008); In re Search of Yahoo, Inc., 2007 ILRWeb (P&F) 1879, 2007 WL 1539971 (D Ariz May 21,
2007).

Communications which have been stored more than 180 days may be more easily obtained. If a search
warrant is used, notice need not be given to the subscriber. See 18 USC §2703(b). If an administrative or
grand jury subpoena is used instead, however, notice must be given, but can be delayed with the ex parte
approval of the court. See Warshak v. United States, 25 ILR (P&F) 435, 532 F3d 521, 523-24 (6th Cir 2008).
In Warshak, the court declined to rule, for ripeness reasons, whether the ex parte court order delaying
notice violated the defendant's Fourth Amendment rights. If notice is given, the government may also use a
court order compelling the disclosure which is based on specific and articulable facts demonstrating
reasonable grounds to believe that the communications are relevant and material to an ongoing criminal
investigation. Id.

Although ECPA generally prohibits the disclosure of subscriber information or communication content, it
provides for numerous exceptions. See 18 USC §2702(b). Some exceptions do little more than permit a
service provider to disclose the communication as necessary in the course of delivering it. Id.,
§§ 2702(b)(1), (4), (5). There is a general exception for the consent of the subscriber or the message's
originator. Id., §§ 2702(b)(3), 2703(c)(1)(C). In addition, ECPA authorizes disclosure as necessary for an
ISP to fulfill its obligation to disclose evidence of child sexual exploitation. See 18 USC §2702(b)(6); 18

USC §2258A.17 Finally, the law provides for disclosure to law enforcement in cases of inadvertent discovery
of evidence of a crime, or where the provider believes, in good faith, that there exists a danger of death or
serious physical injury. Id. §2702(b)(7), (8).

At least one court, however, has held that because ECPA includes no exception for ISPs to provide
subscriber information or content in response to a civil subpoena, an ISP may not be compelled to do so.
In re Subpoena Duces Tecum to AOL, LLC, 24 ILR (P&F) 716, 550 F Supp 2d 606 (ED Va 2008).

Because computer-based evidence is ephemeral, ECPA permits governments to submit preservation
requests to ISPs, requiring identified data to be copied and preserved. Investigators may issue these
requests on their own initiative and without preconditions. See 18 USC §2703(f).

Knowing or intentional violations of ECPA may give rise to civil liability. 18 USC §2707. A criminal
defendant, however, may not suppress evidence obtained in violation of ECPA. See 18 USC §2707, 2708;
United States v. Perrine, 24 ILR (P&F) 431, 518 F3d 1196 (10th Cir 2008).

ECPA's role in criminal investigations is likely to grow, as more crimes are committed using computers, and
because of the complexity of obtaining and administering alternatives, such as the Wiretap Act (Title III).

b. Pen registers/trap & trace

Prior to the development of the Internet, law enforcement agencies deployed devices to record outgoing
and incoming telephone numbers on the communications lines of criminal suspects. These were named
"pen registers" (for outgoing calls) and "trap and trace devices" (for incoming calls). In the Internet age,
these same terms apply to computers and software used to trace the IP address of incoming and outgoing
Internet packets of data. Although this same information could be obtained by a wiretap on the suspect's
own computer, it is more common for ISPs to be enlisted in monitoring the communications from a central
facility.

Federal law authorizes both state and federal law enforcement to obtain this information, upon the mere
certification by the government's attorney that the information likely to be obtained by use of the procedure



is relevant to an ongoing criminal investigation. See 18 USC §§ 3121 et seq.; id., §3123(a). The recipient of
a pen register/trap and trace device order is required to provide assistance in its installation, and is
prohibited from disclosing its existence; the recipient is immunized from civil liability for their good-faith
cooperation with law enforcement. Id. §3124.

c. Wiretap Act

As with pen registers and trap and trace devices, the Wiretap Act (also known as Title III, or simply TIII) is
a law that was created to address telephone and telegraph communications, but which has been adapted
for application to the Internet and computer communications. As discussed above, the law prohibits the
interception of electronic communications and disclosure of intercepted contents, but it provides detailed
procedures for law enforcement agencies to obtain permission to perform an intercept, collect evidence, and
subsequently use and handle it. See 18 USC §§ 2510, et seq. The Wiretap Act applies only to
communications intercepted in transit; stored communications are subject to ECPA, but not the Wiretap Act.
See, for example, Fraser v. Nationwide Mut. Ins. Co., 14 ILR (P&F) 818, 352 F3d 107, 113 (3rd Cir 2003) (and
cases cited therein).

d. Child exploitation subpoena

When investigating federal child sexual exploitation or abuse violations the Attorney General may issue an
administrative subpoena to providers of electronic communications services to obtain, regarding a
subscriber: the name, address, connection session records (or telephone connection records), length and
type of service, telephone number or IP address, and means and source of payment. See 18 USC §3486(a)
(1)(C). The government may seek a court order prohibiting disclosing the subpoena for up to 90 days upon
evidence establishing a reason to believe that disclosure would endanger life, create a flight risk, or result in
evidence destruction or witness tampering. Id., §3486(a)(6). Providers enjoy immunity from civil suit for
good-faith efforts to comply with administrative subpoenas. Id. §3486(d).

e. National security investigative techniques

Investigations of threats to national security—such as espionage and terrorism—use many of the techniques
of criminal law enforcement. The government has several additional options under federal law in these
cases, and it is widely understood that in addition to the statutory options, the government has, in the
years following the September 11, 2001, terrorist attacks, employed extraordinary means of gathering
information for use as evidence or intelligence.

i. National Security Letters

A National Security Letter (NSL) is an administrative subpoena relating to the investigation of terrorism or

foreign intelligence.18 These instruments are almost uniformly addressed to third-party custodians of
information, and prohibit the recipients from disclosing the service of the subpoena to anyone other than
the personnel required to collect the information, and counsel. Increasingly, the government uses NSLs to
obtain records of computer use and financial transactions from ISPs and businesses which operate over the
Internet.

NSLs are authorized by five statutory provisions, but originated as an investigative exception to the

protections of the Right to Financial Privacy Act.19 That exception continues to permit the FBI to bypass
customer disclosure obligations of the Act in cases involving intelligence or the protection of public officials.
See 12 USC §3414.

A similar provision was introduced into the Electronic Communications Privacy Act, and permits the FBI,
when conducting counterintelligence and terrorism investigations, to subpoena subscriber information, toll
billing records, and electronic communication transaction records from ISPs and similar providers. See 18
USC §2709. The Second Circuit has found the ECPA NSL's nondisclosure provision unconstitutional to the
extent that it prohibits disclosure by NSL recipients without requiring the government to initiate judicial
review of that requirement, and to the extent it deems conclusive the government's assertion in that



proceding that disclosure would endanger national security. John Doe, Inc. v. Mukasey, 2008 ILRWeb (P&F)
3217, ___ F3d ___, 2008 WL 5205951 (2d Cir Dec. 15, 2008).

Two NSL provisions require disclosure of consumer credit information, including the identity of financial
institutions in which a person has an account (see 15 USC §1681u), and the contents of a credit report or
file (see 15 USC 1681v). Perhaps the least controversial of these provisions relates to investigations (for
counterintelligence or security check purposes) of Executive branch employees who, as a condition of
obtaining access to classified information, have consented in writing to the disclosure of their financial
information. See 50 USC §436.

All NSL statutes require the investigative agency to certify in writing that the relevant statutory prerequisites
for the use of the NSL have been satisfied. In 2007, the FBI came under fire when a report by the
Department of Justice's Office of Inspector General revealed that the Bureau violated Federal law or its own
rules on approximately 1000 National Security Letters. See http://www.usdoj.gov/oig/special/s0703b/final.pdf.

The controversy over the FBI's use of NSLs has prompted fears that NSL recipients could be held liable for
complying with letters which fail to meet the relevant prerequisites. Three of the NSL provisions provide
recipients with express immunity for good-faith compliance with an NSL. See 15 USC §1681u(k); 15 USC
§1681v(e); 50 USC 436(c)(2). There are no cases addressing whether similar good faith compliance with
the other two provisions (12 USC § 3414; and 18 USC §2709) exists in the absence of an express
immunity provision.

ii. FISA warrants

The Foreign Intelligence Surveillance Act provides another mechanism for the government to obtain
evidence from ISPs and other Internet-related entities, when it is investigating counterintelligence and
terrorism-related investigations. A hybrid between the National Security Letter process and the Wiretap Act's
procedures, FISA permits real-time intercepts (including computer intercepts) of communications, and
pen-register information of foreign powers and their agents. See 50 USC §§ 1801-1811; id., §§ 1841-1846.

When the target of the intercept is a foreign power itself, FISA operations can be conducted pursuant to a
direct presidential order. See 50 USC §1802. More commonly (and whenever the intercept is targeted at a
suspected agent of a foreign power), they are authorized by a warrant obtained in secret before specially-
appointed Article III judges. See 50 USC §§ 1803-1805. FISA court orders require a showing of probable
cause that the target of the intercept is a foreign power or the agent of one, and that each of the facilities
or places where the intercept is sought is or will be used by the foreign power or its agent. See 50 USC
§1805(a)(3).

Although FISA historically required a showing that the government's investigative purpose was to collect
information on foreign intelligence activities, procedures implemented in 2002, in the wake of the
September 11 attacks, permitted the government to use FISA warrants for law enforcement purposes. The
constitutionality of FISA—and, in particular, its lack of a probable cause requirement fully consistent with
the Fourth Amendment—has been vigorously disputed. Most courts addressing the issue have upheld the
law, however. See, for example, United States v. Wen, 477 F3d 896, 898 (7th Cir 2007); United States v.
Damrah, 412 F3d 618, 625 (6th Cir 2005); American Civil Liberties Union v. United States Dep't of Justice,
265 F Supp 2d 20, 32 & n. 12 (D DC 2003); In re Sealed Case, 12 ILR (P&F) 570, 310 F3d 717, 742-46 (FISR
2002); United States v. Mubayyid, 521 F Supp 2d 125 (D Mass 2007); United States v. Holy Land Found.
for Relief & Dev., No. 3:04-CR-240-G, 2007 WL 2011319, at *5-6 (ND Tex July 11, 2007); United States v.
Sattar, 2003 WL 22137012, at *12-13 (SD NY Sept. 15, 2003). But see Mayfield v. United States, 2007
ILRWeb (P&F) 2657, 504 F Supp 2d 1023, 1036-43 (D Or 2007).

As with the Wiretap Act, FISA requires the government to "minimize" intercepted communications which
concern a citizen, resident alien, corporation or organization in the United States. Unlike with Wiretap Act
warrants, persons whose communications with the intercept target are inadvertently obtained are not
entitled to notification. Compare 18 USC §2518(3) with 50 USC §1806(i). As with NSLs, recipients of FISA
warrants are prohibited from disclosing their receipt.



iii. Extraordinary processes

It has become clear in recent years that the Bush Administration has employed means outside of existing
statutory procedures for obtaining Internet-based information. A December 16, 2005, article in the New
York Times revealed that the National Security Agency (NSA) had conducted a widespread program of
intercepting telephone and Internet traffic without approval of the FISA court. See James Risen and Eric
Lichtblau, Bush Lets U.S. Spy on Callers Without Courts, N.Y. Times Dec. 16, 2005, at A1. The exact scope
of the program has never been officially revealed, although then-Attorney General Gonzales confirmed its

existence in a press briefing shortly after it was publicized.20

The controversy over the NSA wiretap program led to several lawsuits. The United States sought to dismiss
two of the principal suits on the grounds that permitting them to proceed would require the disclosure of
state secrets. See ACLU v. National Security Agency, 23 ILR (P&F) 350, 493 F3d 644 (6th Cir 2007) (finding
that NSA program did not fall within FISA); Hepting v. AT&T Corp., 23 ILR (P&F) 299, 439 F Supp 2d 974 (ND
Cal 2006) (denying the state secret motion). The CEO of one telephone company, Qwest, argued that he
was singled out for prosecution for insider trading because his company refused to cooperate with the NSA
in its program. See Editorial, No Immunity: Senate Veers Off Track in Its Surveillance Bill, Rocky Mountain
News, Feb. 15, 2008 at 42. In 2008, Congress amended FISA, and provided retroactive immunity to
telecommunications providers which had cooperated with the NSA program.

Although the controversy over the NSA's wiretap program will likely dissipate with the FISA amendments
and the departure of the Bush Administration, the possibility remains that a future administration, facing
what it believes to be exigent circumstances, will view the NSA program as a precedent, and will ask ISPs,
telecommunications firms, and others to provide subscriber information and communications without
complying with the statutory requirements which govern their disclosure.

IV. Conclusion

Both substantive and procedural criminal law has been challenged to keep pace with developments in
information technology. In some areas (such as child exploitation), Congress has acted quickly and
frequently to address changing models of interaction over the Internet. In other areas (such as investigative
procedures under ECPA), statutes written under older models have remained largely unchanged, leaving it
up to the courts to interpret and give them effect in light of dramatically different circumstances.

In 2007, the Symantec Corporation—a maker of security software—surveyed trends in cybercrime and
predicted that the then-emerging trends in persistent virtual worlds, simulated realities (such as Linden
Lab's Second Life), and massively multiplayer online games (such as Blizzard Entertainment's World of
Warcraft) would provide new hunting grounds for cybercriminals. See "Symantec APJ Internet Security
Threat Report Trends for January-June 07," (available at http://eval.symantec.com/mktginfo/enterprise
/white_papers/ent-whitepaper_internet_security_threat_report_xii_09_2007.en.us.pdf, last visited Dec. 19,
2008). It is reasonable to conclude that the drafters of the earliest cybercrime legislation (CFAA, in 1984)
could not have predicted that within the span of one generation, cybercrime might be committed not just
against a computer or using a computer as a tool, but in virtual reality, against virtual victims.

Although virtual-reality crime represents an extreme prediction, the history of human-computer interactions
has repeatedly demonstrated that extreme predictions frequently become commonplace. As individuals and
businesses increasingly function in virtual space, the specialized criminal laws addressing the Internet will
play an increasingly vital role in civilizing what is, in essence, our current frontier.

[Last update December 2008.—Ed.]
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